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1. BRE—TH4L=ENginx?

Nginx@— webfRE2EF R [ IEIRS2E, AT HTTP. HTTPS. SMTP. POP3 [ IMAP MY,

2, iEFIEENginxAY—LE4FIE,
Nginx BRSSERAVRFIEEILE:

= ERIR/L 7 S S

HRAR Perlfi#iRas

S IHHITFHR

A ATEFRRSURL, BEEIEEIFAIPCRES I

3. iB57&Nginx#lApache ZEIARRE =,
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Nginx Apache
* Ngimaht — P T S0 1 web it % 45 « Apacheitt — 4~ 3k T-i0 FE 1M AR 5 26
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* W TPHPRIR, NginxnlFEERTHL, [RAEE | e
{§PHP + Apache % {¥JPHP. Python. Perlfl{iliFE 5
* NginxA~ % F¥{&1BMi fllopenvMs — HEBY0S. (A, s HE P B T Python BRRubyit
* Nginx W BLAT R0 3 fiE e
* Nginx P GEHI o] fi et A e Tl 1k « Apache ¥ F§ ¥ £ 1705
* Apachedit (it 1" HENginw I 2 (1) Dhiig
» Apache {81 T-CPUAN N 725 {4 1

4, BEENginXIELEBHTTPIEK,

Nginx ERRNERT. TRMHERSHRMERRRHESSHNES, XESIEMILUNERFIE
B, EZLfPEREIE P RHHTAE, RPN LURMEB M RER.

5. fENginxH, WN{AERAREXAIARSS R RTRARMHELELIEFR?
REEERBIRARS SR ALIE

Server {

Tisten 80;

server_name “ “ ;

return 444;

3

XE, REF[EWEREAN—NTZFHFH, SREE TN LFRIBR PSR, m— M5k
Nginx RUARFREECED 444 H0R[E], ML IEESRE,

6. (EA"RMENIERSRHHSRHTA?

REREIRSS 2E T LABSHURIRSS 2R AT EAHE, BERSEKMNaflwebiRSEZEFEER, XXJTF
REHERGRRFR, RIS EERwebBEIRSHT.

7. iB5ZENginxRSBAIRIERIE.

Nginx IR ERIRIERZRAEMEE LEBNE HTTP WS, B scer . wsel NAEFRSSES. BT
ARY Fastcer 4IERER, BRI LUME AR EIY SRR,
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8. BfFFENginxiRS=E LAIMasterflWorkeri# 2Bt 4?
Master #H2: TREUSITEREALERS
worker HFE: &hIEEK

9. B RUNEIEE AR F80RIHOFENginX?
AT BEI—NMAERIHOFFE Nginx , {RBAHEN /etc/Nginx/sites-enabled/ , MRIXEEIAN
%, BRARAFTFFZ S “default” B, RIESIIE, FRBEEERIFO:

Like server { listen 81; }

10, EEEESAYURIENgInxREREIR/I50258i%, 503
502 =fHIRMIRK

503 =fRSSEREEEL

BrJAE, BEETTLIER fastcgi_intercept_errors #H&EH oN , FHEREIEREES.

Location / {

fastcgi_pass 127.0.01:9001;
fastcgi_intercept_errors on;
error_page 502 =503/error_page.html;
#..

}

11, fENginxf, FRERUEZEURLARENHSE
EE URL SHREERIE, REAUER merge_slashes_off;

187%: merge_slashes [on/off]

ZXIME: merge_slashes on

INE: http, server

12, 15f#Engx_http_upstream_modulefJ{EBHRHA

ngx_http_upstream_module FRFEN RIEIT fastcgi {Ei#. proxy (&, uwsgi {Ei#. memcached
E1BFscgifeiBig < ks | BRVIRSS254E.

13, BEEMHARC10KEE
C10k (AR RIS £ FRTAEA B2 (10,000 MBS,
14, 5fFiAstub_statusfllsub filteriESHIEBEHZA

Stub_status $§<: ZIECHAT T#E Nginx ZRPASHIZSRPATS, MNBRIASENER, EZFLESE
/B /F TR

sub_filter I5<: ERTERNERBNTFTHINE, FIREESMRHBERVEDE
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15, FRENgInXEEZIFSIERESSE Lk

TERTLABERS Nginx 1R gunzip FIEKEER Lils.  gunzip RRE—NIIEEE, ERILARIARSRF gzip”
PRAS 75 AR P EIRSS AR (e R I B YRS gzip” SR EEE L.

16, FRFERUNRITENginxH3R1SZRIAYATIE
EIRENgIinXBIZBIRTE), W/R(FEF ssT &R, $date_gmt F1 $date_local FITE.

Proxy_set_header THE-TIME $date_gmt;

17. HANginxjRS=EBEEFE-sHENR2TA
BFE17 Nginx -s SERIATHIITSUE

18, RRFRUNAITENginxBRSSEE LARIMEIR

ERIFIIET, DAERE Nginx IR, 9 Ngi nx RFFIERAGETRITENER,

19, ATAZERNginx?

BEa. BEEmR. sERIE. BHREE: MR 3hHAER, EFENESHSShHE, REHE
0\ FFE10 nginx A (5150MATE , nginxMBEEASSIIF, FEERREFED,

MENginxRNERMZRIGEINRE: MRB—IRSHEN, M—MERRE, BRENBRKMASE
ZFEIETRIRS R T . EFIEKEREIEMN TR L.

[FEFANginXAIEIRRE:

o TEREW: SUFGZIPESE, FILURINSEEAERT
s REMS: SHAIMREIEREN
* RWAFIBRERSH

20, AAfHANginxEEEXAS?
B SAALIES: SEAEIISE N ) TR T epolliE, SR T— AR, HEARRIR
21, NginxXEALIEiEKRAY?

nginxizlfi—MBEKXE, BE%cHlistenflserver_namefg<$ IthgservertdEtl, BItEIservertERER]
location, locationFi2SCRrttbit

server { # H—AServerXHIT4s, TR — AL ERLEAL
i A
listen 80; # ARSI O, ERIA80
server_name Tlocalhost; # PROLIRS I N4
Tocation / { # £—"locationXHITi4
root html; # Uim PR E S, S TNgInxIF)23
index index.html index.htm: # BN T, 2 ST
} # H—/"Tlocation[X Hsh R
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22, (tAREREHREE?

o EREME—MARE—MEREEMNENLT BirAIIRSS =
o RISREMBIBRFE—MNGIndZW, nginxRAMRIERSFEWNEIZE, ER—ERNDKRET
[EimAIL SRR S AR TR T

23, (ER"RENERSSHNOKSRTA?

REREIRSS 2E T LARSTEURIR S5 2r AT EANHE, BREEIKMalwebiRSZRERIFEER, XXTF
REHERRRRFR, RIS EERwebiTEIRSH.

24, Nginxffitihea?
=

o HAF, ILHMEHAERE, LEMmAR

o TISCHIhttpARSSES. EIAEN. AN, 9%
e NginxBcE&ER

o TILAARREIEAIIRSSESIPHtbiL

Y=

o FSAEE: nginx{IEEEHT FEATL, BRWMEHMETTENIRGH, WE—iRERA
nginx{EARENRIETEES,

25, Nginxpzins?

o httpiR3a8. Nginx2— " httplRB LRI iR EhttpIRSS. AT SIRSSES.

o EHIFEN. TUSSIE—BIRSSEMES L, FIa0 ARk {sERRIEE.

o REMRER, EtYE. LMLATHREXEI—ERER, BEIRSEFEHERAFIEKE, T8
BZaRSeEERF T LFEAnginxiR AR, FEZERSEULEESIERE, FafA® e
RS HB MR SRS SERENEN.

e nginz FHEAILIEELREEE. AR LAERBNginxiBZAP RO RKX, W& MEORSH TI=E.

26, NginxBFRZE5IE8HMHLL?

[root@localhost ~]# tree /usr/local/nginx
/usr/local/nginx
F— client_body_temp

b— uwsgi_params.default
L— win-utf
— fastcgi_temp # fastcgi i £ B %

— conf # NginxHrA i E SO H %

| — fastcgi.conf # fastcgi XS H I E 1
| — fastcgi.conf.default # fastcgi.confiiJEas & o
| — fastcgi_params # fastcgiizfoctt

| — fastcgi_params.default

| — koi-utf

| — koi-win

| F— mime.types # EAREA

| — mime.types.default

| F— nginx.conf # NginxEAE M

| F— nginx.conf.default

| — scgi_params # scgitXSH i

| — scgi_params.default

| — uwsgi_params # uwsgiHRSHOCE

|

|
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F— html

| F— 50x.html
FH BT T

| L— index.html
— Togs

| — access.Tog
| — error.log
| L— nginx.pid
A

— proxy_temp

— sbin

| L— nginx

l_

L

scgi_temp
uwsgi_temp

NginxER s & H 5%
R TR A AR B R SO, it 2 H L5 0 28R I 23 1
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L NINETR s

NginxHEHF

Ty i) H &304

iR H &S0

pidff, Nginxi#fEEa)E, 2AEmA#RENIDS 53

H OH W B R

i H 3%
Nginxf 4 H 3
Ngi nx[t) )& 3l 4
B B 5%
i H 5%
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27. NginxBe&X{nginx.confEHLLEEiEtR?

worker_processes 1;

events {

worker_connections 1024;
}
http {
include mime.types;
default_type application/octet-stream;
sendfile on;
keepalive_timeout 65;
server {
REL AL £
Tisten 80;
server_name Jlocalhost;

location / {

root  html;
index

}

error_page

F50x. htm1[a] 3%
location = /50x.ht
50x.html

root html;

28, NginxgFSiEiR?

index.html index.htm;

500502503504 /50x.htm1;

ml {

# workeritFER$ s
# FAFXPITA
# A worke ritFE 2 1 OIS
# FAX il
# HTTPIX HIFUA
# NginXSCRFI AR ISR 2 S0 A
# BRI SRR
# I L X
# BN
# A ServerXPItis, Fn— ML

# RARS R E, B8O
# PRSI A EHLE
# H—"NTlocationXHITth
# SRR E SR, A TNGT nx %3k H 5%
# BN E T, 2SR TT
# F—/Tlocation[X g R
# IR httpiR ARG, {3

# TocationXHJT4s, Vi

# JREXT R 5 H S vhtm]

BSRIRAN, MEFENENginXEIhmITTE, BiJTUECSRS

29, W{IANginxfER

BUY

EStakRRE?

ERNginEERIER, EEERIZEOSAERERZED, RAEBXLEEOELZIEIERISERIBILE,


af://n173
af://n175
af://n177

30. Nginx@EHEHELEE?

1. BEFEEREIEN, BEEERX B EN——NFE: FhEBRuh

2. EFwmONENEN, BIdmORXDEINEN——RA: Q8RN SMENENERES
3. EFipRIEEHAE.

EFEENERERES

FEE7/data/www /data/bbsERE, windowsZtbhostsiRINEEIANLiptiE RS R A Z BT XIROEE
ik B FErindex.htmIsZ4;

#2492 P i www. 11 i e . com, Wil £ 5 480, Bk Fdata/www H 3% T 30 4F
server {
Tisten 80;
server_name www.lijie.com;
Tocation / {
root data/www;
index index.html index.htm;

}
}
#2495 P awww . 1131 e. com, Wl H 5 480, Bl #Ewk#: 5| data/bbs B T304k
server {

Tisten 80;

server_name bbs.lijie.com;
Jocation / {

root data/bbs;

index index.html index.htm;

BFiRORIREMEN
(ERIRORK D, MR EE=akptbttiROS 757

#2497 P v www . 19 jie. com, MW M5 88080, H k4 #data/www H 5 F 34
server {
Tisten 8080;
server_name 8080.1ijie.com;
location / {
root data/www;
index 1index.html index.htm;

}
}
#2472 P www . 19 jie. com, Wi 15y 80 B HEMk L 2 H 92 p i S skl 127.0.0.1:8080
server {

Tisten 80;

server_name www.lijie.com;

location / {

proxy_pass http://127.0.0.1:8080;
index index.html index.htm;

}
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31, locationf{EHEMA?

locationf§ <M ERERIEAFIBXRIIUREFITARRINAE, EHERIERFIERIIMLEURLHTT
o, PUECRYTHRIEHTARRRIERE. EZEHAE, WBXKEARS Javamid st

locationBYiGixREIR HRIG?
R - KERBECHANEFE

PLELFF LA {7
= eiRlLED 1
A LIS STl 2
3 E% ol B o TH 1% 3
~3 AEGF SN LE 4
I~ E A S AL IE N 5
[~* AEGF I EATLEFF I 6
/ EALED, (HeEREEEiE] 7
LocationIERIZEH

il

#LER L, REHIULED, MRESE
location =/ {

return 400;
}

#R 2, A 7RIk, DavITki, RAIRIXE, XokhGg
location A~ /av {

root /data/av/;
}

#AeK3, X R/ANSHIEMULEL, VLECS/media***** gz
Jocation ~ /media {

alias /data/static/;
3

#EHA , AXHKANSHIENICE, FrAR**** . jpg|gif|png #EiXH
Tlocation ~* .*\.(jpglgiflpng|js|css)$ {

root /data/av/;
}

#0567, WL

location / {
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return 403;

32, [RitEBAfMaY?
Ngin R R IR BRRR, LIRS EEAT
PRI 3%

o [FHEIRHHESIR (ERRE
o RKRIRFHDEBAR (RERE
o PREIFFARIERE

NginEIRFEPRETRIBREE, KTEtARBER
M =R EE

1. EXRHIHITRE (EXRE) :
PREI—NFFRIZANER, BNginxSAB—MER,

Nginx={&EFngx_http_limit_req_modul et RERHIAAIRE, RENFEELREETRREARE
SRSEIA.  FEnginx.confBEE 4RI LAERAlimit_req_zonedp S K limit_reqap SPRHIEN PRIIERIME

)
)

#5E CRRRAERE, — M — o —MEREER, £ RIEERE

Timit_req_zone $binary_remote_addr zone=one:10m rate=1r/m;

#45E PR4E S
server{

location/seckill.html{
Timit_req zone=zone;
proxy_pass http://1j_seckill;

Tr/sRI—NER, 1r/m—oRi—NMERK, WMRNgInXIHEBBIARNEXIRELLETS, Nginx
MAEEIMEIZBFER,

2, RERELGELRE (RERE) :

PREI—MAFPARIERNER, FNginESAEK—.

LENEE—EERETLRGILENRR, BEBEFEE— IR NRREREBHIBREIEELE,
FTORIEEMEHRARARE, XEHRAIZAMAH—E A R ?
NginxigftburstZ&iiEGnodelaySHAILIRRERARITM, HJLURKERMIRIETIRERIERE
HMEEEIMEIBRNEREL. FAITLUSZRIRIGIF A INburst2ELAR nodelay24L:
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#3E LIRFAERL, — D — 08— NEREER, 2 RS

Timit_req_zone $binary_remote_addr zone=one:10m rate=1r/m;

#YPE PRI YESE
server{

location/seckill.html1{
Timit_req zone=zone burst=5 nodelay;
proxy_pass http://1j_seckill;

472 T— burst=5 nodelay; I8, Z7TXMNRILENgINSTF—NEBFPBER&SIZ BN ERI R
N, SRIFMIEERE, [REEMAFPIIEKEHMLERN, SEABERINERNg nGRE A ES
{RE9IEK

3. REFHREERS
Nginx/FEngx_http_limit_conn_modulef&HIE M 7 IRBIF RIEREERITHRE, BILAERlimit_conn_zone
ESLARlimit_connHTHTECE. ETRE(ITLUEE —MERIFIFRET:

http {
Timit_conn_zone $binary_remote_addr zone=myip:10m;
Timit_conn_zone $server_name zone=myServerName:10m;

}
server {
Tocation / {
Timit_conn myip 10;
Timit_conn myServerName 100;
rewrite / http://www.Tijie.net permanent;
}
}

LEEETBENMPENARKEZNRZ REE10MER, FERETEMEURSSEAREAFHAHERS
REE100MEE. B, REZIFEKATheaderiliiRSZSERANERS, EIUIRSERANEREA SHEL

NIZ BREENg nxEETREEARIESIIN, LR CRR—RBRET REEEISHERAEETI
B, BTRBAIREER N EENING:

33, ImtEREEHSHEEIENG?
o

IRREERNSHRPRER SRR RENEEERN—EE, ENEEBENREFIEEENTIR
RAGER, FEWME LNRARE., FREERET—FME, BUE, RRRERTLBRERLUENR
BRH—MEENRE.

BHERAINZ FTARIER. RREERMHAITSISSR EMENT RS RARESHNEI—NIF
o, ISR E XAERGORMRER, MRKREABHERARESAMSERGH, WS
RENBERSHIEME, ATLAREE AR SRR EEER,
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Waler drips ouf of the
hobe at a constant rate

—

SHERERE

CIERBEERNEREBBIATERRS P RBEERN—MEE, HEERT, SEREEREREAE
FIMzS EROBERNEE, FHRITRASIEINAIX, GoogleFFRITE Guava-hiRateLimiterfEFRAIFE
ShEEEHEE.

DIEREEANENT: FEIANNEEHERE, SLUEEIERREAEShH, WRSHH
PR NTEFOHEE, SHMe—BEr-£EERHE MMM, BSmiE, WEXKEARS

JavaEifEAEIL
SIS UAEEEE%: BE=5S
REFHSHE
KMEENX

@ - TS . WssigiE

RENSIREM
E=dat ]

34, AT AEWEFRTH?

NginxZZ FERMEIWebERR, MUSUCHNEERETHSMHRMUG, MR XRRNZEE
BOB, 0BRSS ENHENIUMRE—EMUE A EN R RS B ENRRX D7
k., EFRIREF TIFD LR, BNURESFSE RIS RIS EMETRE.
IBSHNRRRAERTSRRRSSR, ISIENSIRSR

NginxRIEFSALIERENRIR, (BRINEAIEENAR, B, FEhIFEREFsBERAR.

MT SRR R, js, cssTEXM, BAUERAERSSnginx P TERF. XEENE
EBER—IEHSEIRE, RIERSSEnginxgiaJLIERME, TRBBERERERIRRSES
tomcat,

ERPBKAIENIESY, teiliserviet jsplE&kETomcatiRS5 2840, WM DE. XBRE
ARG ==AI— N EEAIER.
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35. NginxXEAMBIzNERHE?

REBTEERRTNABER. location/mJLAERIENFRIAL A, FHEENMAEEFTNER. W1
(EEEBEELinux L)

Tocation /image/ {
root /usr/local/static/;
autoindex on;

1.8ZER

mkdir /usr/local/static/image

2HNBFR

cd /usr/Tocal/static/image
3.—KIBREX

1.3pg
483 nginx

sudo nginx -s reload
FIFFNILEEE M server_name/image/1.jpg FETLAS EiZ4SE AT

36, NginxfaEkEHEAE ATMA SIS mL?

ATEBRSIRFR, ARSBEIRFIIENSRSIBRSHES. BHERS[EAN—EH, 3
R, Snazl— 1 MEARSR, BREARSSBEES KEEDE/NIIRS S,

Nginx a9 E S SRR T HFF:
1 BEGA)
BSNEREMEIIFE S EFRNERRSS, NREHEMRSEE, EENMRSERAR.

upstream backserver {
server 192.168.0.12;
server 192.168.0.13;
3

2 N EE weight
weightRYE#M XS B

FRonaERis, FTERTRREERSHEENMIENER T, RXEAMEENNIER FMREFE
RUE, REISEEREBFRETNSEIR.
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upstream backserver {
server 192.168.0.12 weight=2;
server 192.168.0.13 weight=8;
3

WNEHS, EHRREEREA, s, 951220%, 80%.
3 ip_hash( IP4B%E)

HMERIRAE PR E SRS, EREF—MPHEEEEHE—aEHRSE, HEEYR
IRENSMTUFERYsessiondE = (AR

upstream backserver {
ip_hash;

server 192.168.0.12:88;
server 192.168.0.13:80;
}

4 fair(SB=746G(H)

WRiZzEEupstream_fairt&i,

XIEE weight, ip_hashBEAIEEENGEIVERIEL, fairEAR LARIERE A/ NFIINERT EHIS & Betthit T
TEISE, AN EEA o E.

upstream backserver {
server serverl;
server serverz;
fair;

}
MRS ESMALSERER, FEEKoEEEF MRS L.
5. url_hash(Z8=7iEH)
NRELEENginxfIhashik{4-E
FipaurifVhashERskpaEeiEXK, FEE N urlERRIE— N EimiESsE, JU—SIEEEREFRS
BRARER,

upstream backserver {
server squidl:3128;
server squid2:3128;
hash $request_uri;
hash_method crc32;

3

37. NginxEcESnHtEAEE?

3 EEiRSRELINARSR), —BHREESERIRERENANE, MZzEREIIET—aRS
27, RIERS==IETA

NginxBeE{AS:

server {
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Tisten 80;
server_name www.lijie.com;
location / {
### AR E LIRSS A ORI TR 55 4
proxy_pass http://backServer;
###ng T nx 5 IR S A% (FLCUT 1) 1) IR S5 4% ) I I 8] i R 55 e 42 PR R ) i) ] KBS 4R
S5 ) SN N I )
proxy_connect_timeout 1s;
##ENgT nXRIE S LIRSS A (TTE2U5 0] 1) IR 55 4% ) RIS 1) ]
proxy_send_timeout 1s;
### nginx$3Z IR S5 4% (L SE U 1) 1 IR 5% 45 ) I B[]
proxy_read_timeout 1s;
index index.html index.htm;

38. NginxXEAFIErzIIPAR]i;5a)?

# QU A pi il 4192.168.9.115, iR [H1403
if ($remote_addr = 192.168.9.115) {
return 403;

39. BARFINEERAA?

## VAR AT 5= A N A8 R [H1500
if ($http_user_agent ~ Chrome) {

return 500;
}

40, Rewrite2RBTEEHA?
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T8

$args

$content length
$content type
$document_root
$host

$http user agent
$http_cookie
$limit_rate

$request_metho

d
$remote_addr
$remote port

$remote user

$request filenam
e

$scheme
$server protocol

$server addr

$server name
$server port
$request_uri
$uri

$document_uri

34

T EEETERTPHSE, FESquery string
EdkdAIContent-length=2Eg,
BFELPEIContent-Type=ER,
HElER{TrootiESHIEERE.

BRENAFER, SNARSEER.

ZFimagent{SE
ZFigcookie(ZE
XA EErLRHIEEER,

EFREREUENE, BEAGETEPOST,

EFimHYIPHELL,
=P iRAm.

T2 Auth Basic Module3tFRIEF4,

LENERATUFREE, HArootkaliasiES SUREREAL.

HTTPF% (fnhttp, https) .

ERERRIN, EEEHTTP/1.08HTTP/1.1,
RSEEthr, e —RES AR LEER ME.
IRSEEETR.

EREARSENROS.

BEEREHNRBUR, FEAFE, 11" /foo/bar.php?arg=baz” ,

TR REERILEIURI, SuriAEAENE, 1N /foo/barhtml” |

5suritBE,
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